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Abstract 
A common method to transfer a secret information is encrypting the secret information before transmission. However, 
most cipher texts are incomprehensible which attracts more attackers. A better scheme is to hide the secret 
information in a common document and to transfer it in common channel. The sender encrypts the secret information 
before the cipher text is embedded into a text file based on the characteristics of line and diagonal profile of the text 
documents. Then, the sender embeds the factors to encrypt the cipher text as a double-watermark into the seal image 
based on DCT and LSB algorithms. The receiver extracts and recovers the secret information from the text file and 
the seal image. The system of the Identity based on Encryption is the basis of the communication between the sender 
and the receiver.  
© 2011 Published by Elsevier Ltd. Selection and/or peer-review under responsibility of [name organizer] 
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1. Introduction 
The secret information of government and enterprise might attract some attackers. A common measure 
to protect the secret information against attack is to encrypt the secret information with keys to generate 
cipher texts before transmission. However, most cipher texts are incomprehensible which is liable to attract 
the curiosity and attention of attackers. If the secret information is hidden in common documents and 
transferred in normal channels, it is difficult for attackers to distinguish secret documents from common 
ones [1]. 
In the scheme proposed in this paper, the secret information is encrypted with a key to generate a cipher 
text, and then the cipher text is embedded into a common document based on the method suggested by Sun 
Shenghe and Lu Zheming in [3]. The factors to decrypt the cipher text as a double-watermark are hidden in 
the seal image of the documents. The first robust watermark, a timestamp signed by the sender will be 
embedded into the original seal image based on DCT (Discrete Cosine Transform) algorithm to generate a 
new seal image. Then, a second fragile watermark including the hash value of the secret information and 
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the key to decrypt the cipher text will be embedded into the new seal image to generate the final seal image 
based on LSB (least Significant Bit) algorithm [6]. 
2. Intialization 
Suppose sm  is the secret information. 
The sender chooses a symmetric key k  and encrypts sm  with k  to generate the cipher text 
( )kSM E sm .
IBE (Identity Based Encryption) system is the basis of the communication between the sender and 
receiver. In IBE system, the sender and the receiver must register themselves in a same PKG (Private Key 
Generator) to become its users. The PKG generates and distributes the private keys of all its users. First of 
all, the PKG generates its main key s . Secondly, its users send their identities 
iID  to the PKG. Finally, the 
PKG takes its users’ identities as their public keys, maps each identity to a point on an elliptic curve (ECC), 
computes and sends 
i id sQ  to every user [7, 8].  
3. Embedment of The Secret Information 
3.1 Embedment of The Secret Information Into a Text File 
Most plain texts are black-and-white. The secret information should be embedded into an adjacent area 
of black pixel of the text which can protect the secret information embedded into the text from being 
detected and increase the amount of information embedded into the text. 
The secret information is embedded into the lines of a text file. The diagonal profile value of each page 
and each line records the characteristics of the lines, based on which, the secret information can be 
extracted.
The steps to embed the secret information into a text file [3]. 
Step 1, the sender chooses a common text file, each page of which is digitized to a binary image. Then, 
the sender computes the every pixel intensity of each page ( , )F i j  where ( , )i j  is the coordinate of every 
point, ( , ) {0,1}F i j  , [0, ]i m , [0, ]j n , m  is the width of the page and n  is the height of the page. 
Finally, the sender computes the diagonal profile value of each page ( ) ( , )( [0, ])
i j x
D x F i j x n m
  
  ¦
which is the sum of the pixels in the diagonal direction of a page. 
Step 2, the sender computes the boundaries of each line ( , ) {0,1}kf i j  where [ (2 1), (2 )]i c k c k  ,
[ (2 1), (2 )]j cc k cc k  k  is the number of line, (2 1)c k   and (2 )c k are the upper and lower boundary of the 
line k , (2 1)cc k   and (2 )cc k are the left and right boundary of the line k . Then, the sender computes 
( ) ( , )( [0, (2 ) (2 1) ])k k
i j x
Dline x f i j x c k c k m
  
    ¦ which is the diagonal profile value of each line. 
Step 3, the sender binarizes the secret information SM  to generate a one-dimension sequence > @s i .
Step 4, the sender embeds > @s i  into the text file based on the following three rules. 
x The diagonal profile of each line is divided into two parts: the area of white pixels and the area of 
black pixels. 
x The sequence > @s i  is embedded into the areas where at least two black pixels are adjacent to ensure 
> @s i  is invisible for human beings. The areas are represented in an array > @position D .
x Beginning with the left boundary of the first line of the first page of the text file, the sender embeds 
the > @s i  into the text file until > @s i  is totally embedded in accordance with the rules (1) and (2). 
3.2 Generation of a Double-watermark 
The sender chooses a seal image 
1SI .
1) Generation of a robust watermark 
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The sender computes ( )SH hash sm  where sm  is the secret information and ( )hash x  is a public one-
way hash function and sends SH  to TSA (Timestamp Authority). TSA generates ST  as the timestamp of 
SH signed by TSA and sends ST  to the sender. 
The sender signs ST  with his private key and generates ( )
Sd
SS SIG ST  as the robust watermark. 
The steps to embed the robust watermark into the seal image  
1SI  based on DCT algorithm. 
Step 1, the sender binarizes SS  into a binary sequence { }( 1, 2, , )iW w i k  " .
Step 2, the sender computes the discrete cosine transform of 
1SI .
Step 3, the sender adds the each bit of W  to the first k  coefficients of DCT field with biggest amplitude 
based on the formula ' (1 )( 1,2, , )i i id d aw i k   "  where iw  is the each bit of W , id  is one of the first k
coefficients and a  is the intensity factor which determines the embedding strength of the watermark.[9]  
Step 4, the sender generates 
2SI  as the new seal image embedded in a robust watermark. 
2) Generation of a fragile watermark 
The algorithm of spatial LSB is suitable for embedment of a fragile watermark. In LSB algorithm, the 
lowest bits of every pixel point are replaced with a watermark which has almost no effect on the quality of 
the picture and even a slight distortion on the picture can be found easily. 
The steps to embed the fragile watermark into the seal image 
2SI  based on LSB algorithm. 
Step 1, the sender encrypts the symmetric key k  with the receiver’s public key to generate 
RK .
Step 2, the sender binarizes SH  and 
RK into a binary sequence { }( 1, 2, , )iU u i k  " .
Step 3, the sender converts the seal image 
2SI  into l groups of binary sequence { }( 1,2, , )iI I i l  " ,
each of which is an 8-digit binary digits of each pixel point.  
Step 4, the sender replace the lowest bits of 
iI  with the bits of U to generate 3SI  as the final seal image 
embedded in a double-watermark. 
3.3 Generation of the Final Document 
The sender synthesizes the text file embedded in the secret information and 
3SI  into the final document, 
and then sends the complete file to the receiver. 
4. Recovery of the Secret Information 
After the receiver receives the final document, he divides it into two parts: the text file and the seal 
image. 
4.1 Extractiont of the WaterMark 
3) Extractin of the fragile watermark 
The steps to extract the fragile watermark are as follows [10]: 
Step 1, the receiver extracts the binary sequence { }iU u  from 3SI  and get 2SI .
Step 2, the receiver recovers SH  and 
RK , and then decrypts RK  with his private key to get the 
symmetric key k .
4) Extractin of the robust watermark 
The steps to extract the robust watermark are as follows: 
Step 1, the receiver computes the discrete cosine transform of 
2SI  to get coefficient matrix of DCT [9]. 
Step 2, the receiver extracts { }iW w  from 2SI  based on the formula 
' (1 )i i id d aw   to get SS  [9]. 
Step 3, the receiver decrypts SS  with the sender’s public key to get ST .
Step 4, the receiver verifies the signature of TSA on ST  and the timestamp itself. 
4.2 Recovery of the Secret Information 
The steps to recover the secret information are as follows [3]:  
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Step 1, after the verification of ST  passed, the receiver computes ( , )F i j , ( , )kf i j , ( )D x  and ( )kDline x
of the text file. 
Step 2, the receiver exacts > @s i  from the text file based on > @position D .
Step 3, the receiver recovers SM  from > @s i .
Step 4, the receiver decrypts SM  with the symmetric key k  to get the secret information sm .
Step 5, the receiver computes ( )hash sm  and compares it with the SH  recovered from the fragile 
watermark, if the ( )hash sm  is as same as the SH , the receiver believes the text file is not modified and 
sm  is the original secret information. 
5. Conclusion 
In the scheme, it is not necessary for the sender and the receiver to save their private keys. They can get 
their private keys after sending their identities to PKG the communication between bases on the IBE 
technique. PKG will recalculate its users’ private keys periodically to ensure the security of the private 
keys [8]. 
The concealment of the secret information into a text file based on line and diagonal profile has two 
characteristics:  the information concealed is great in quantity and is not easily to be detected [4, 5]. 
The double-water based on the DCT and LSB algorithms is invisible and easy to distinguish the normal 
seal image from the malicious distortion [2]. 
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